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Abstract—As Al becomes more intelligent and autonomous,
the concept of human-Al teaming has become more realistic
and attractive. Despite the promises of AI teammates, human-
Al teams face new, unique challenges. One such challenge is the
declining ability of human team members to detect and respond
to Al failures as they become further removed from the AD’s
decision-making loop. In this study, we conducted virtual ex-
periments with twelve experts in two different teaming contexts,
cyber incident response and medical triage, to understand how
contextual risk impacts human teammate situational awareness
and failure performance over a human-Al team’s action cycle.
Our results indicate that situational awareness is more closely
tied to context, while failure performance is more closely tied to
the team’s action cycle. These results provide the foundation for
future research into using contextual risk in determining optimal
autonomy levels for AI teammates.

I. INTRODUCTION

Advancements in artificial intelligence (AI) technologies
have led to the possibility of AI agents taking on full-
scale team roles as part of a human-Al team [1], [2]. These
human-Al teams can lead not only to greater efficiency and
productivity but also allow them to complete tasks that would
be impossible without AI [3]-[6]. These new hybrid teams are
beginning to be fielded in a variety of areas, such as education
[7], eSports [5], [8], and law enforcement [9]. Despite their
advantages, these hybrid teams also present unique challenges
for humans on the team, such as how to convey an Al
agent’s decision-making logic and capabilities to human team
members [10] and facilitate the generation of trust between
human and artificial teammates [5], [11].

The amount of input humans have in an Al agent’s decision-
making loop can be referred to as its level of autonomy
(LOA) [12]. As the agent’s LOA increases, humans become
further removed from the AI’s decisions, which consequently
causes a decrease in their situational awareness of the AI’s
actions and operations, a phenomenon known as the ironies
of autonomy [13]. In fact, throughout an AI’s action cycle -
Information Selection, Information Analysis, Action Selection,
Action Implementation - its autonomy functionally increases
and causes this issue to worsen [14]. The extent to which
these issues of declining situational awareness exist in applied
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contexts has been debated amongst researchers, particularly in
regards to how generalizable it is to human-Al collaboration
contexts and whether Al designers should err on the side of
more or less Al autonomy [15]-[17]. In response, some recent
human-Al teaming research has suggested that the reason
for this discrepancy is that different human-Al collaboration
contexts incur various levels of risk; thus, the degree to
which the ironies of autonomy should be considered in an
Al teammate’s design should be affected by the context in
which the AI will operate [18].

In considering the debate over the possibilities versus the
consequences of high Al autonomy, researchers and designers
have to take into account numerous aspects of the Al agent’s
purpose. For human-Al teams, this includes not only its
technical capabilities but also how it operates as a feammate
for its human collaborators and the effects it has on their
abilities to perform their own duties [1], [S]. The need to
understand how to design Al teammates that can enhance
teamwork while mitigating negative consequences of higher
Al autonomy motivates this study and the following research
questions:

RQ1: How does a human teammate’s situational awareness,
failure performance, and risk perceptions change over an
Al agent’s action cycle during a team task?

RQ2: How do these changes differ between contexts of dif-
ferent risk types?

We conducted virtual experiments with twelve profession-
als across two contexts with varying risk types, in which
the participants completed a routine team task with an Al
teammate and reported their changes in situational awareness,
failure performance, and perceived risk levels. The results of
this study show the importance of context in designing Al
teammates and serve as a starting point for Al designers to
conduct future research on how to define and map types of
contextual risk to Al autonomy levels for human-Al teams.

II. BACKGROUND

An Al agent can be programmed to operate with one or
more autonomy levels. Based on the Levels of Automation
[19], O’Neill and colleagues developed an adapted LOA scale
for Al autonomy, which posits that an agent can be considered
autonomous at and beyond Level 5 [12]. At and beyond level
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five, the intelligent system takes on more autonomy, such that
it is taking on more roles and responsibilities and even the
authority to execute decisions [20], [21]. This then reduces
the cognitive effort the human requires within the decision-
making process. As these systems become more intelligent,
they need less human oversight [22]. In levels six to ten,
the intelligent system is not only reducing the degree of
notification it uses to inform the user, but it is also decreasing
the amount of awareness the human has in its decision-making
and its progress in completing its assigned tasks [22], [23]. At
the final level, level ten, the intelligent system does not need
to factor in the human to any degree and independently acts
with complete autonomy.

In addition to the position of the human in an Al agent’s
decision-making loop, the actions that the Al is programmed to
complete also play a role in classifying its autonomy. Wickens
and colleagues referred to this as the agent’s Degree of
Autonomy (DOA), which describes how the agent’s autonomy
functionally increases as it operates throughout the action
cycle [14]. What is most important about the existence of
DOAs is that as an agent’s DOA increases, research shows
that the situational awareness of the humans with whom
the Al interacts decreases [14]. Situational awareness can be
viewed as a three-tier concept where an entity perceives and
considers individual factors, task factors, and environmental
factors to make decisions and perform actions [24]. As an
agent’s autonomy increases, humans depend more on the Al
to complete tasks they cannot complete themselves [25]. As a
result, when an Al agent fails or encounters a situation it does
not know how to consider, humans may be unable to prevent
or reverse the impacts of that failure [25].

This issue is exacerbated in human-Al teams, where Al
agents take on complete, independent team roles [12]. Team-
mates require a minimum level of situational awareness of
their teammates’ decisions and actions to perceive and adapt
to changes [23], [26]. Through the processes of teamwork,
members of the team are expected to aid in the group’s
shared awareness of their progress and changes to the team’s
environment and goals, a shared awareness that can help in
responding to any failures or unforeseen events [27], [28].
However, Al teammates are most lucrative to teams because
of the AI’s potential to perform tasks differently and beyond
human capabilities [4], [S]. As such, even if human teammates
detected an Al failure, they would require a certain amount of
time to understand the scope of the failure and how to respond
to it.

This issue of a human’s declining ability to detect and
respond to Al failures as its autonomy increases is known
as the Lumberjack Effect, which refers to the higher the tree
(AI autonomy), the harder the fall when it encounters an
axe (a failure state) [14]. This concept has been somewhat
debated due to its implications for AI design. Researchers
have cautioned that the extent to which the Lumberjack Effect
exists in applied contexts varies and that the benefits of higher
Al autonomy should not be abandoned due to fears over the
possible consequences [15], [16]. Human-Al teaming research

has since emphasized that the context in which a human-Al
team operates and the risks associated with an Al agent’s
tasks are essential factors to consider in selecting an Al
agent’s optimal autonomy levels [1], [18]. Thus, this study
is motivated by understanding how these factors, context and
risk level, affect human teammate situational awareness and
the subsequent effect on team failure performance.

III. METHODS

To assess how context and Al autonomy levels affect human
teammate perceptions, we designed two virtual experiments,
one for each context. This method was appropriate, because
using human-Al teams in applied contexts is still in its infancy,
so real-world experiments would not have been possible.
Instead, we created realistic scenarios virtually that allowed
our participants to perform the same tasks they do daily
but with the addition of an AI teammate. The simulations
also allowed the researchers to purposefully introduce the
Al failures necessary to obtain repeated measures of the
participants’ changing capabilities and perceptions throughout
the task.

We selected cyber incident response and emergency room
triage for the specific risk contexts. There are multiple reasons
why these two contexts were appropriate for the method
and the research questions. First, both contexts are currently
actively experimenting with including Al teammates in their
processes [29], [30]. Second, these two contexts each represent
very different types of risk: virtualized data risk and kinetic
human risk. The failures of cyber incident response teams for
small business networks primarily affect data availability and
integrity [31]. In contrast, the shortcomings of medical triage
teams directly impact the health and welfare of human patients
[32]. These risk types are different enough to assess if there
are significant differences in how contextual risk affects human
perceptions and performance.

A. Participants

Participants for this study were recruited through targeted
emails to known professionals and snowball sampling. This
targeted recruitment was done to ensure a high level of subject
matter expertise, as contextual expertise is vital to collecting
accurate data from contextual inquiries [33]. Six participants
were recruited for each risk context. Participants in the medical
triage context possessed at least eight years of experience in
the medical field (M = 18.4). In the incident response context,
participants possessed at least two years of IT or networking
experience (M = 12.5). Additional participant demographics
are shown in Table I.

B. Experiment Exercises

To replicate an Al that begins its work in a highly au-
tonomous state, participants were told that during the exercise,
the Al would be operating with an autonomy level of ’informs
the human only if asked,” which equates to Level 8 on the LOA
scale [12]. The intent of starting an Al in a highly autonomous
state was to position the Al in a highly independent position
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TABLE I
STUDYY PARTICIPANTS
Context Gender Age Occupation

Incident Response Male 31 Graduate Student
Incident Response Male 31 Network Security Analyst
Incident Response Male 30  Network Systems Engineer
Incident Response Male 31 Loan Servicing
Incident Response Male 34 Software Engineer
Incident Response Male 28 Site Reliability Engineer

Medical Triage Female 37 Medical Doctor

Medical Triage Female 64 Registered Nurse

Medical Triage Female 30 Registered Nurse

Medical Triage Female 44 Graduate Nursing Student

Medical Triage Male 64 Registered Nurse (Ret.)

Medical Triage Male 35 Graduate Nursing Student

that would inherently cause the human’s situational awareness
to decline more quickly throughout a short exercise. This
would be the autonomy level the participant had to keep in
mind when considering their ability to reverse an Al failure, as
well as the risk level during the exercise itself. This level also
corresponds with what is considered in the HCI community
to be a highly autonomous system [12].

1) Context 1: Cyber Incident Response: For the first con-
text, six subject matter experts in cyber security were given
a cyber incident response scenario. In this exercise, the Al
teammate is the network analyst tasked with conducting a
rapid network analysis of a small business network that has
been the victim of phishing attacks. The human participant
serves as the security officer tasked with inspecting the content
of the emails that the Al flags as suspicious. The participant’s
task was simulated through an online phishing quiz [34],
which was selected after piloting with experts over the use
of PDFs of the supposed emails as more realistic and real-
time. Throughout the scenario, the Al failed four times, once
per phase of the action cycle:

1) Information Acquisition: The Al collects network traffic
from the wrong interface.

2) Information Analysis: The Al misses key non-standard
ports in its HTTP analysis.

3) Action Selection: The Al selects a PDF based on an odd
but benign domain name.

4) Action Execution: The AI downloads the malicious PDF
to the wrong server, which is connected to the business
network.

2) Context 2: Medical Triage: For the second context, six
subject matter experts in medical treatment were tasked with
completing an emergency room triage scenario, which was
selected based on its well-known and used triage process [35].
The Al teammate was responsible for conducting phone triage
with a single patient and was represented by a prototype Al
triage agent, Dasha AI [36]. The human was responsible for in-
person triage, which was simulated through a quiz delivered
through Qualtrics based on the National Council Licensure
Examination (NCLEX) for nursing [37]. Piloting revealed
that some more experienced personnel further removed from
their schooling might need a refresher on these principles.

Thus, a primer was included in the introduction email to the
participants. During the scenario, the Al would make four
consecutive failures while communicating with a patient over
the phone:

1) Information Acquisition: Al misinterprets patient test
results as “negative”

2) Information Analysis: Al incorrectly matches the pa-
tient’s answers to a percentile of a problem

3) Action Selection: Al selects lower priority for the patient
based upon failure in the previous stage

4) Action Implementation: Al teammate disconnects with
the patient when should be kept on the line

C. Procedure

All participants received an introductory email that included
a video explanation of the tasks that the Al teammate would
complete and a link to a pre-survey with an informed consent
form and demographic information. Before the participant’s
time slot, they received an email with the Zoom link and pre-
survey for demographic information. Once participants logged
into the video call, they were asked to provide consent to
record, after which the researcher shared their screen with
the Al agent and began the scenario. During the experiment,
the researcher introduced the failures noted above for each
of the four phases, after which measures for the participants’
situational awareness, failure performance, and perceived risk
level were collected.

D. Perceptual Measures

The perceptual measures taken throughout the experiment
included situational awareness, failure performance, and per-
ceived risk level. Each of these constructs was measured using
a single item, with the item measuring situational awareness
asking "How would you rate your situational awareness of
your Al teammate’s actions?”. The item measuring failure
performance asked, "How would you rate your ability to re-
spond to and fix the AI’s failure?”. Lastly, the item measuring
perceived risk level asked "How would you rate the risk
level of your Al teammate’s failure at this point in time?”
Participants responded to all three items using a Likert scale
ranging from 1 to 10. These constructs were measured using a
single item to ensure that experimental fatigue did not set in,
which is a frequently used strategy used to measure perceptual
and emergent states in human-Al teaming [38].

IV. RESULTS

These contextual inquiries produced interesting data for
analysis. During each of the four action stages, every par-
ticipant rated three perceptions (situational awareness, failure
performance, and risk level) on a 10-point scale. Although
the sample size of participants is small, they were all subject
matter experts and a total of 12 measures (4 per dependent
variable) per participant were collected for a total of 144
measurements. These measurements were analyzed using a
repeated measures (RM) ANOVA and considered the main
effects of action stage, risk context and their interaction, the
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intent of which was to both quantify how the AI’s increasing
autonomy affected human perceptions and how these impacts
differ between different types of applied human-Al team
contexts.

A. PFarticipant Perceptions

RM ANOVAs were conducted to examine the effect of
the four action stages and context on participants’ perceived
situational awareness, failure performance, and risk level.
Greenhouse-Geisser corrections were used to correct for a
violation of sphericity, and Holm post-Hoc tests were used
to explore the main effects.

12+ Context

oIT

10~ ® Medical

RM Factor 1
Fig. 1. Perceived situational awareness with 95 % confidence intervals.

a) Perceived Situational Awareness: The results for per-
ceived situational awareness are shown in Figure 1. The RM
ANOVA revealed a non-significant main effect for action stage
(F(2.73, 27.30) = 041, p = .729, n* = .02); however, a
significant main effect for context type (F(1, 10) = 5.05, p
= .048, n? = .15) and a significant interaction effect between
scenario and action stage (F(2.73, 27.30) = 4.36, p = .014,
772 = .17) were found. For the main effect of context, situation
awareness was perceived to be higher in the medical context
(M = 6.55, SE = 0.76) compared to the networking context
(M = 4.04, SE = 0.76).

For the interaction between the context and action stage,
an analysis of the simple main effect when controlling for
the action stage revealed that there was a non-significant
difference between contexts at the IA (F(1, 30) = 0.10, p
= .757), IAn (F(1, 30) = 0.45, p = .518), and AI (F(1, 30)
= 3.13, p = .107) action stages, but there was a significant
difference in context at the IS stage (F(1, 30) = 53.88, p
< .001). A Holm post-hoc test revealed that during the IS
stage, participants in different contexts perceived significantly
different situation awareness (¢t = 3.87, SE = 1.64, p = .013);
in particular, participants in the medical context (M = 6.46,
SE = 0.76) perceived significantly higher situation awareness
than those in the networking context (M = 4.04, SE = 0.76).
Additionally, when controlling for context, the differences
between action stages were found to be non-significant for
both medical (F(3, 30) = 2.03, p = .152) and networking
contexts (F(3, 30) = 2.73, p = .080).

b) Perceived Failure Performance: The results of per-
ceived failure performance are shown in Figure 2. Only the
main effect of the action stage on failure performance (F(1.77,

12~ Context

oIT
10 ® Medical
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RM Factor 1

Fig. 2. Perceived failure performance with 95 % confidence intervals.

17.65) = 24.60, p < .001, 772 = .64) was significant, but the
main effect of the context (F(1.77, 17.65) = 24.60, p = .719,
n? = .01) and the interaction effect (F(1, 10) = 0.45, p =
518, n? < .01) were both non-significant. A Holm post-hoc
test revealed that compared to the Al stage, the IS, IAn, and
IA stages were all significantly different, but all other post-
hoc comparisons were non-significant. In particular, perceived
failure at the AI stage was lower (M = 2.58, SE = 0.57) than
the IS (M = 7.25, SE = 0.57), IAn (M = 8.08, SE = 0.57),
and IA (M = 9.00, SE = 0.57) stages.

12 Context
oIT
® Medical

T
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Action Stage

Fig. 3. Risk level of an Al failure with 95 % confidence intervals.

c) Risk Level: The results of the RM ANOVA for Risk
Level revealed that the main effect of the action stage (F(2.46,
24.63) = 4.29, p = .02, 7]2 = .15) and the interaction effect
between the action stage and context (F(2.46, 24.63) = 3.45,
p = 0.04, n? = .12) were significant, but the main effect of
the context was insignificant (F(1, 10) = 0.41, p = .536, 772
= .02). For the main effect of the action stage, a Holm post-
hoc test revealed that compared to the Al stage, the IA and
IAn stage was significantly different. Specifically, participants
perceived greater risk levels in the Al stage (M = 9.17, SE =
0.81) compared to the IA (M = 6.33, SE = 0.81), and [An
(M = 642, SE = 0.81).

For the interaction effect, the simple main effects revealed
that when controlling for the context, there was only a sig-
nificant difference between action stages in the networking
context (F(3, 30) = 6.43, p = .005) but not the medical context
(F(3, 30) = 1.75, p = .199). Specific analysis of the Holm
post-hoc effects revealed that in the networking condition,
there was a significant difference in the risk perceived by
participants in the Al stage compared to the IA stage, with
risk at the Al stage (M = 9.67, SE = 1.09) perceived to be
greater than that at the TA stage (M = 4.33, SE = 1.09).
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d) Summary of Quantitative Analysis: In sum, when we
look at the trends of responses on human teammate percep-
tions, we can see that context played a much more significant
role in impacting changes in situational awareness and risk
level, while the action stage more heavily influenced failure
Performance. Failure performance for both contexts dropped
dramatically in the Action Implementation stage, the final
stage when an Al teammate’s functional autonomy would be
highest. Interestingly, the trends for situational awareness and
failure performance differed, which is a departure from prior
human-Al collaboration research. The unique role of teaming
that places increased responsibilities on an Al teammate seems
to affect how closely these two variables mirror one another,
and this discrepancy highlights the need for a third factor,
contextual risk, in helping to triangulate the optimal autonomy
levels for Al teammates.

V. DISCUSSION

The current study examined how context affected partic-
ipants’ perceptions of varying levels of autonomy through
virtual experiments. The findings from the study’s analysis
address the two research questions and provide helpful in-
formation to practitioners of human-Al teaming. Specifically,
RQ1 sought to understand how a human teammate’s per-
ception of situational awareness, risk awareness, and failure
performance change due over the Al teammate’s action cycle.
The results found that while a teammate’s failure performance
and perceived risk levels were closely tied to AI’s increasing
autonomy over the action cycle, situational awareness was not.
RQ2, on the other hand, examined whether or not the effect
of the Al teammate’s increasing autonomy level on the human
teammate changed based on the context where they work.
The study showed that the context the team was operating
within, IT or medical, significantly changed the participants’
responses to their situational awareness measure. In the IT
context, participants had increasing situational awareness up
until the final stage of the action cycle. In contrast, in the
medical context, participants’ situational awareness declined
until the final stage of the action cycle.

The results of this study provide exciting insight into
our research questions. The trends in our data show that
specific human factors such as situational awareness, failure
performance, and perceived risk level are affected unequally
by the action cycle and an Al teammate’s functional autonomy
level. While situational awareness dramatically declined from
the information analysis to the action selection stage in the
incident response context, it increased in the medical context.
This increase is a departure from the expected decline that
previous research claims should occur [14]. It is interesting
that in this study, some teammate perceptions were more
linked to context than the action stage. While this aligns with
empirical testing of failure performance and the ironies of
autonomy [14], it also shows that an AI agent’s role in the
team has a more significant effect on a teammate’s situational
awareness.

In contrast to situational awareness, a human teammate’s
ability to correct an Al failure is more closely related to what
stage of the task cycle the team is at when the Al fails.
However, similar to situational awareness, the major change
in our participants’ perceptions occurred at a similar point.
Our participants clearly had distinctive falloff points in failure
performance during the action selection phase into the action
implementation phase for both contexts, just before the upturns
in perceived risk level by a phase. This indicates that decreased
perceived failure performance leads to rising risk levels in a
human-AI team task. This has important design implications,
as there are various ways to simulate and measure a human’s
failure performance that could be used to predict when risk
levels are about to increase to an unsafe level [39].

It is important to note that the failure performance and per-
ceived risk levels of the participants saw the biggest changes
as the agent entered the action selection stage, which seems
to indicate something unique about this stage in the action
cycle. Human-Al interaction research has shown that the
action selection phase is subject to constant changes exhibited
by the human with whom the AI interacts [40], and this
variability may explain why these variables were most affected
during this stage. This is because in teams, roles are highly
interdependent, and one teammate’s actions can immediately
impact their teammate’s considerations and decisions and even
the team’s overall goals.

VI. LIMITATIONS AND FUTURE RESEARCH

Previous research on the consequences of higher Al au-
tonomy has produced conflicting results on how much Al
autonomy affects teammate situational awareness and whether
or not declines in that awareness truly impact human failure
performance [15]-[17]. This study shows that discrepancy
may be, at least partially, attributed to context. The Al in
these experiments failed by missing something, as opposed
to making a wrong action, and such “false positives” should
also be explored. While the participants in this study were all
professionals with ample experience in their field, the study
is limited in its sample size. Future research on whether the
perceived risk levels shown in this study are consistent in
larger sample sizes for risk type would allow Al designers to
use perceived risk to triangulate Al autonomy levels between
situational awareness and failure performance. Additionally,
the sample utilized in this study focused primarily on profes-
sional experience and relied upon snowball sampling, resulting
in a predominately white, Western perspective. Efforts to
recruit and examine the perceptions of a more diverse sample
should be considered in future research.

VII. CONCLUSION

As Al agents become more autonomous and assume unique
roles on human-Al teams, researchers are tasked with under-
standing the risks and implications of their heightened auton-
omy. One such dangerous risk centers on the declining ability
of human teammates to detect and respond to Al failures as
their position in the AI’s decision loop decreases. In this study,
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we conducted twelve contextual inquiries with professionals
in the cyber incident response and medical professions. The
study then examined how their situational awareness, failure
performance, and perceived risk levels were affected by an
Al teammate’s autonomy level and the context in which the
human-Al team operates. The inquiries revealed that while a
human’s situational awareness is more closely tied to context,
failure performance and perceived risk level are more closely
tied to the Al agent’s functional autonomy level. These results
provide valuable insight into how Al designers can use human
perceptions of situational awareness, failure performance, and
contextual risk to determine optimal autonomy levels for Al
teammates.
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